
 

 

Medical Identity Theft Can Harm You 

T H E  S E N T I N E L  

By Bill Benson and Nancy Aldrich 

Health Benefits ABCs 

 

M edical identity theft is a form of Medicare 

fraud. It occurs when someone steals per-

sonal medical information, such as a name and 

Medicare number, and uses the information to ob-

tain medical care, to buy drugs or supplies or to 

fraudulently bill Medicare using that patient’s sto-

len identity, according to the U.S. Department of 

Health & Human Services (HHS). 

 Such identity theft can affect your medical and 

health insurance records, according to the Federal 

Trade Commission (FTC). Every time a thief uses 

your identity to get care, a record is created with 

the imposter’s medical information that could be 

mistaken for your medical information. That infor-

mation might include a different blood type, an in-

accurate history of drug or alcohol abuse, test re-

sults that aren’t yours or a diagnosis of an illness, 

allergy or condition you don’t have. Any of these 

could lead to improper treatment which, in turn, 

could lead to injury, illness or worse, the FTC warns. 

 “Medical identity theft can disrupt your life, 

damage your credit rating and threaten your health 

if inaccurate information ends up in your medical 

records,” HHS Inspector General Daniel R. Levinson 

explained in October 2009 when the Obama ad-

ministration announced its new anti-fraud effort for 

the Medicare program. The Office of Inspector Gen-

eral’s special agents frequently uncover fraud 

schemes that involve the sale and use of stolen 

Medicare identification numbers, Levinson added. 

 

How does identity theft occur? 

 Identity thieves use various methods to obtain 

information, such as personal data obtained from 

stolen wallets, mail or trash; personal information 

obtained by pretending to be a representative from 

a credible company; or information stolen from a 

data storage device. 

 Fraudsters also may convince a Medicare bene-

ficiary or Medicare provider that there is a legiti-

mate reason to disclose a Medicare or Social Secu-

rity number. 

 In addition, individuals may “sell” their Medi-

care number by providing it to an unauthorized per-

son in exchange for gifts or cash. 

 

How do people learn they are victims of identity 

theft? 

 According to the FTC, warning signs that you 
may be a victim of medical identity theft include: 

• You get a bill for medical services you didn’t 
receive. 

• A debt collector contacts you about medical 
debt you don’t owe. 

• You order a copy of your credit report and see 
medical collection notices you don’t recognize. 

• You try to make a legitimate insurance claim 
and your health plan says you’ve reached your limit 
on benefits.  

• You are denied insurance because your medi-
cal records show a condition you don’t have. 

 

 

 



 

 

What can beneficiaries do to avoid having their ID 

stolen? 

• Protect your Medicare and other health insur-
ance cards in the same way you would protect a 
credit card. 

• Only give personal information to Medicare-
approved doctors, other providers and suppliers; 
your State Health Insurance Assistance Program or 
SMP program; or Social Security. Call 1-800-
MEDICARE (1-800-633-4227) if you aren’t sure if a 
provider is approved by Medicare; TTY users should 
call 1-877-486-2048. 

• Don’t give your Medicare number to anyone 
who calls you, e-mails you or comes to your door, 
regardless of who they say they are. Medical iden-
tity thieves may pose as employees of insurance 
companies, doctors’ offices, clinics, pharmacies 
and even government agencies. 

• When linking to medical providers online, be 
sure to check for website security, such as a URL 
that begins with “https,” before providing your 
medical identity or account number. 

• Remember that e-mail is not a secure way of 
communicating medical identification numbers. 

• Beware of offers of free medical equipment, 
services or goods in exchange for your Medicare 
number. 

• Review your Medicare Summary Notices, Expla-
nations of Benefits statements and medical bills for 
suspicious charges and report suspected problems. 

• Shred papers with your medical identity before 
putting them in the trash. 

• Remove or destroy labels on prescription bot-
tles and packages before you put them in the trash. 

• If you find incorrect information in your records, 
insist that it be corrected or removed. 

• Report a lost or stolen Medicare card right 
away. Call Social Security at 800-772-1213 (TTY: 
800-325-0778). 

 

What should you do if you suspect your medical 

identity has been stolen? 

• Check your MSN and call your health care pro-
vider to ask about the service or charge in ques-
tion. 

• Ask your health care provider for a copy of your 

current medical files and report anything suspi-

cious. (Your provider may charge you a fee for re-

producing your medical records). 

• File a report with your local police department; 

send copies of the report to your health plan’s 

fraud department, your health care provider(s) and 

the three nationwide credit reporting companies. 

Information on how to file a report is at http://

www.ftc.gov/idtheft/consumers/defend.html.. 

• Contact your local Senior Medicare Patrol. 

• File a complaint with the Federal Trade Com-

mission: online at https://

www.ftccomplaintassistant.gov or by calling 877-ID-

THEFT (877-438-4338); TTY: 866-653-4261. 

 Write to your health plan or provider detailing 

the information that seems inaccurate and ask 

for a correction. 

• Ask your health care providers or health plans 

to reveal any disclosure made of protected health 

information during the preceding 6 years. The HI-

PAA Privacy Rule requires health plans, health care 

clearinghouses and covered health care providers 

to provide one free accounting per year upon the 

request of the consumer for information that is not 

related to treatment, payment and health care 

operations. 

• Place a fraud alert on your credit report main-

tained by the three nationwide credit report compa-

nies (TransUnion, Equifax, Experian).   
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Defend: Recover from Identity 
Theft 

http://www.ftc.gov/bcp/edu/
microsites/idtheft/
consumers/defend.html  

 

FTC Facts for Consumers: 
Medical Identity Theft 

http://www.ftc.gov/bcp/edu/
pubs/consumer/idtheft/
idt10.shtm 

You Can Help Protect Yourself 
and Medicare from Fraud 
Committed by Dishonest 
Suppliers 

http://www.cms.gov/
Partnerships/Downloads/
BeneFactFraudPreven-
tion11442_508.pdf  

 

 

 

Medical Identity Theft and 
Medicare Fraud 

http://
www.stopmedicarefraud.gov/
fightback_brochure_rev.pdf  

 

For More Information 

http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/defend.html�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.cms.gov/Partnerships/Downloads/BeneFactFraudPrevention11442_508.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�
http://www.stopmedicarefraud.gov/fightback_brochure_rev.pdf�

	The Sentinel

	The Sentinel

	The Sentinel



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



